omputer security may seem

like a problem only for large
corporations or the government.
However, small businesses and
home computers often contain
sensitive information that
should be protected. For exam-
ple, if you have a small business,
your payroll records may not
seem to be the most sensitive in-
formation in the world, but a
competitor would certainly love
to see them! And you wouldn't
want your babysitter to boot your
PC and get into your checking-
account data!

There are many approaches to
PC security, but the one offered
here is a combined hardware/
software solution. PC Access pro-
vides one master password,
which enables access to the pass-
word list and to other functions,
and fifteen user passwords. An
EPROM on a small expansion
card contains a BIOS extension
that hooks PC Access into your
PC's boot procedure. The circuit
is simple and inexpensive to
build: a kit is available for less
than $35.

PC Access provides several ex-
tras, including a hold function

PC ACCESS

that allows the user to suspend
computer access by pressing a
hotkey. The computer then idles
until the correct password is en-
tered. The hotkey combination
can be configured for com-
patibility with various memory-
resident programs. In addition,
you can maintain an audit trail of
who logs onto the system. The
audit file is encoded. hence
meaningless when viewed with a
DOS TYPE command. A program
provided with the kit decodes the
file into ASCII format.

How it works

PC Access works by altering
DOS’s normal boot procedure in
several ways. First, PC Access
forces the system to boot from

“the hard drive by disabling ac-

cess to floppy drive A during the
boot process. Thus, you can't dis-
able PC Access simply by booting
from a floppy.

In addition, a software driver
must be loaded via CONFIG.SYS
and processed by DOS in the
usual manner, otherwise the sys-
tem will not boot. That means
that you can’t boot the PC by de-

continued on page 73
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leting the software driver or by
changing the contents of CON-
FIG.SYS. Thus it is impossible to
gain access to a secured PC with-
out removing the PC Access card.
Further, PC Access locks out
the use of the Ctrl and Alt keys on
the PC keyboard, so pressing
Ctrl-C or Ctrl-BREAK will not
halt the boot process.
Additionally, some computers
have monitor or setup functions
that can be accessed before DOS
has booted. Those setup routines
are typically entered by pressing
some combination of Ctrl, Alt
and some other key. Locking out
Ctrl and Alt provides a means to
prevent unauthorized access to
those functions during boot.
Atboot time, PC Accesss device
driver (SECURITY.BIN) prompts
the user for a password and op-
tionally for a user ID as well. The
passwords and user [D’s are
stored in an encoded form inside
the device driver. If no valid pass-
word is entered in three at-
tempts, access to the computer is
denied until it is rebooted. A new
password prompt appears each
time the computer is rebooted.
After a valid password has been
entered, the device driver re-
stores access to drive A, re-en-
ables use of the Ctrl and Alt keys,
and returns control to DOS so
that it can execute the remaining
CONFIG.SYS commands and
give user access to the PC.

DOS's boot sequence

When an IBM (or compatible)
PC executes its power-up rou-
tines, one chore is to search for
BIOS extensions. The extensions
are located in memory segments
C000h through EFFFh. The
BIOS searches that area in 2K
steps, looking for the two-byte se-
quence, 55h AAh. If the BIOS
finds that "signature,” it then as-
sumes that the next byte con-
tains the length (in 512-byte
chunks) of the routines con-
tained in the ROM. Next the BIOS
computes a checksum on the
area described. The checksum
must be zero for the extension to
be recognized. Once the exten-

sion is recognized. the computer
executes a far call to the fourth
location in the ROM. That call is
provided so that the ROM can
perform any required initializa-
tion. The initialization routine
should exit with a far return. The
BIOS then continues searching
for other extensions. Once all of
the legal addresses have been
searched, DOS is booted.

Part of DOS's boot procedure is
to load the CONFIG.SYS file that
is stored in the root directory, and
perform any setup and config-
uration functions specified in
the file. One advantage of using a
device driver to request user
passwords is that the passwords
and user ID's can be stored inside
the device driver rather than in
the EPROM. Circuit cost and
complexity would increase if that
information were stored in
EEPROM.

The software included in the

T0 1BM EXPANSION BUS
w_ .

PC Access EPROM sets up a new
interrupt handler for floppy- and
hard-disk access. The new rou-
tine allows DOS to boot from the
hard drive. but not from drive A.
A second interrupt is established
that intercepts scan codes from
the keyboard and disables the
Ctrl and Alt keys.

Circuit details

The PC Access EPROM is map-
ped into an 8K slot in the PC’s
address space somewhere be-
tween COOOH and EFFFH. As
shown in Fig. 1, decoding the de-
sired address is accomplished
with a 74LS30 eight-input NAND
gate (IC1) and a 74LS04 inverter
(IC2). When all eight NAND-gate
inputs are high, then the output
will be low: otherwise, the output
will be high. A low output enables
the EPROM’ chip select (TS) in-
put (pin 20).

The address that is actually de-
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Fig. 1. PC ACCESS SCHEMATIC: IC] and IC2 decode the 8K block where EPROM IC3
resides. The one-shot (IC4) and associated components extend the memory access

IC4
7408123
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cycle, thereby allowing slow EPROM s to be used.
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coded is determined by the posi-
tions of five address-select jum-
pers, which are connected to
address lines A13-A17. The jum-
pers determine whether the true
or the inverted address lines from
the expansion bus are routed to
IC1. When a line goes directly to
IC1, that line must be a high for
the chip-select signal to occur.
When the inverted address line is
used, it must be a low.

Address lines Al8 and Al9
drive IC1 directly, because both
will be high whenever an address
greater than or equal to CO000 is
accessed. The A13—A17 lines fur-
ther decode the address: any
available 8K slot from
CO0000-EE000 may be used.
Jumper settings and corre-
sponding addresses are shown in
Table 1.

The aen signal from the expan-
sion bus shows whether the ad-
dress and data busses are
currently being controlled by the
microprocessor or by the 8237 di-
rect memory access (DMA) con-
troller. The PC Access EPROM
should be enabled only when the
microprocessor is controlling the
bus, so an inverted version of AEN
is routed to IC1.

Data and address lines to the
EPROM are connected to the cor-
responding data and address
lines from the expansion bus.
The EPROM’ output enable (OE)
is provided by the memory read
(MEMRD) signal from the bus.

The 74LS123 is a one-shot that
provides a 150-ns pulse at its g1
output (pin 13) each time the
EPROM is selected (i.e., each
time TS goes low). The output of
the one-shot drives Q1. a 2N2222
NPN transistor, which pulls low
the expansion-bus signal
focnkrbY. That signal is used to
insert a wait state into the memo-
ry access cycle, and is used to al-
low slow EPROMS to be used on a
fast bus. Slow EPROMS (250 ns)
are easier to buy and less expen-
sive than fast (150 ns) ones.

Power for the card is obtained
directly from the expansion bus.

Construction

The hardest part of con-
struction is fabricating the PC
board. If you want to build your
own PC board, foil patterns are
shown in PC Service. You can
also purchase a prefabricated PC
board from the source shown in
the Parts List. The commercial

TABLE 1—JUMPER SETTINGS

Ju2

JU3 Ju4 JUS

Cooo
C200
C400
C600
C800
CA00
CCo0
CE00
D000
D200
D400
D600
D800
DAOO
DCoo
DEOO
E000
E200
E400
E600
E800
EAO0
ECO00
EEOO

WrOPOrO>PEPEPOFPONPOPOPO>O> &
DUrPrOO>PPONEPPOONP>POOP>PPODP >

CPODEFPTTPPOOEEPP>O0OOEIE>> >
>ErPrPPIPPDUORNTONODEETPI2I >
PO OEE>E>EPPPP>>>PPP PP

Note: A refers to an inverted address line and B refers to a non-inverted address

line.

PC board has plated-through
holes and gold-plated edge con-
nections.

If you make your own board,
remember that it's double-sided,
so the wires must be soldered on
both sides of the board.

After buying or building a
board, install the components as
shown in Fig. 2. The order of in-
stallation is not critical. Just
keep polarities straight. and
check your work carefully for
shorts and opens before install-
ing the board in your PC.

A socket may or may not be
necessary for the EPROM. If you

Parts List

Resistars e
All resistors are Yi-watt, 5%. unless
otherwise noted.

BRI i idnanimnibitmni s 4700 ohms
BB vt dwins boa i sy v e 220 ohms
|+ SRS O UL &Nk 10,000 ohms

Capacitors m——————

CI-03 ....cooiiininnneseiinn O] plE ddiscor
monolythic

Ch . liaiits s i S pE-AI8G
Semiconductors m————
ICL ....ccciiinmiisinithaarings 74LS30 8-input
NAND gate

10 o e hnaia il 741504 Hiéx
inverter

IOCE . AN e 2764 EPROM
ICA ©..covvnriniiininnnnnie . 74LS123 dual re-
triggerable monostable multivibrator

"5 Y ERiaR (Rl P T EC P R 2N2222 NPN
transistor

Other components m———
JUL-JUB ....ocovvnvnniionnrnnane 3-pin header
with shunt jumper

Ordering Information

The following are available from
Renton Products

P.O. BOX 16271
Seattle, WA 98116
(206) 682 7341
Etched and drilled PC Board with
gold-plated fingers ............... S14.

Complete kit of parts (including
programmed EPROM and software
on 5V inch diskette) ......coeene $34.

Assembled and tested units .. $59.

Please add $3 S/H to each order.
WA residents add 8.1% sales tax.




just want to use the board for se-
curity, you may want to solder the
EPROM to the board. But you
could use the board to prototype
your own ROM BIOS extensions,
in which case you'd want to use a
socket.

Installation

All of the software for PC Ac-
cess, including a burned EPROM
and a copy of the binary file for
burning your own EPROM,
comes with the kit of parts. (A
hex dump of the EPROM is
shown in Listing 1.) The software
is also available on the RE-BBS
(300/1200 8N1, 516-293-2283) in
a self-extracting ZIP file called
PCACCESS.EXE. You'll need
about 160K of disk space to de-
compress the file.

The general procedure for in-
stalling PC Access is to copy all
files to the root directory of the
boot drive, add a line to CON-
FIG.SYS. set the card’s address,
and then install it.

The easiest way to install the
software is to log onto your boot
drive (C in most cases), place the
distribution diskette in drive A,
type A:INSTALL. and then press
Enter. Doing so runs a batch file
that copies all files into the root
directory of drive C, and also
makes the needed change to
CONFIG.SYS. If you wish to in-
stall the software yourself man-
ually, copy SECURITY.BIN and
the *.COM files into the root di-
rectory. Then add the following
line to your CONFIG.SYS file:

DEVICE =SECURITY.BIN
That must be the first line in
CONFIG.SYS: do not put any
spaces in the line. In addition,
don’t rename SECURITY.BIN.

The card has five jumpers that
determine the address at which
the EPROM resides. The default
(factory) setting is D800O0h,
which should be fine for most
systems. If there is a conflict, the
computer system may not boot. If
there are any problems, remove
the card and select a new address
using Table 1.

After configuring the jumpers,
park your hard drive and turn
the computer off. Then install the
card in any empty slot.

With the card and the software
installed. turn the computer on.

Listing 1--PC
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BO
04
26
26
47

0s

AA
EA
47
88
89
46
BF
FB
80
06
00
F8
8A
10
BA
88
8B
88

c3

8B
OF
15
c3
06

10
8B

21
23

56
75
05
EO

o7

04
95
10
36
23
8B

B8
00
02
FF

33
A3
£ b 5

10
10
CD

06
90
02

FA 8C
88 05
46
BF
BF
26
00
o1
CD
10
BE
F1
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50288588528 382532055158588858

FF
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ACCESS EPROM CONTENTS

CA BE DA BA 00 00
4C 00 BE 00

BF
26
0o
00
05
A6

26

01

05
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10

26

00
06
3c
8A
10
30
0B
8B
8B

03
10

Dl
c3
i3
06

‘BC
‘BA

25
D1
BB
8B
BE
Cc7
04
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10
1E

c3
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00
8B
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00

00
05 75

10
00
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FF
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FF

26
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FF FF FF
The rest of the EPROM consists of FF's
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Fig. 2. PARTS AND JUMPER LOCATIONS. Mount all components as shown here. Table
1 shows how to configure the jumpers for various addresses,

If all has gone well, any floppy
disk in drive A will be ignored and
you will be prompted for a pass-
word. The default master pass-
word is SECURITY. You can
change the master password and
the user passwords with
LOCK.COM, and individual
passwords with CHANGE.COM.

To uninstall the security sys-
tem, delete the DEVICE =
SECURITY.BIN line from CON-
FIG.SYS, park the hard drive,
turn the computer off, and re-
move the card.

Software

What follows are brief descrip-
tions of the PC Access utility pro-
grams. LOCK.COM and
CHANGE.COM are provided to
establish the passwords and user
IDs. A user can alter his or her
own password using CHANGE;
the system administrator can
use LOCK to change the master
password, any user ID, and any
user password. You can op-
tionally require users to type in
both the user ID and the pass-
word each time the system boots.
But even if you don't require the
user ID to be typed in, the audit
trail will log it.

HOLD.COM allows a user to
suspend computer access until
the correct password is entered.
HOTKEY establishes what key
combination triggers the hold
function. HOLDOFF.COM re-
moves HOLD.COM from memory.

The FINDROMS program helps
locate a free segment in high
memory. It searches for the 55AA

pattern that signifies a BIOS
extension, and reports on any
that it finds.

TRAIL.COM can be executed by
AUTOEXEC.BAT to record user
ID, access date, and access time.
TRAIL should be one of the first
programs in AUTOEXEC.BAT
(after running any programs
needed to update time and date
from a real-time clock).

Theaudit file (a hidden system
file) can be decoded by use of AU-
DIT.COM, as follows:

AUDIT Filename
After you hit the RETURN key,
AUDIT will prompt the user for
the master password. After the
password is entered correctly,
AUDIT will decode audit trial en-

. tries from the encoded file and

append them to the specified file.
If no file exists with the given fil-
ename, a new file will be created.
The audit trail will then be
cleared of entries. This function
works even if user IDs are not
required for system access.

Conclusion

PC Access is inexpensive, easy
to build and install, yet nonethe-
less provides a significant deter-
rent to unauthorized access to
your hard drive.

Additionally, the PC Access cir-
cuit board can be used to develop
other ROM extensions. Not only
does the PC Access give you an
inexpensive way to protect your
computer, it also provides an ex-
cellent flat form that allows you to
learn more about how your com-
puter works.pCIM
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